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B cootBetrcTBuU ¢ TpeboBanusmu Ilomoxxenus banka Poccun ot 17.04.2019 Ne 684-I1 «O06
YCTQHOBJICHUM O0S3aTENbHBIX JJIs1 HEKPEIUTHBIX (DUHAHCOBBIX OpraHU3alMil TpeOoBaHMW K
o0ecrevyeHno 3auuThl UH(QOpMAlMKU TMPU OCYHIECTBICHUU NEATEIBHOCTH B cepe (hHHAHCOBBIX
PBIHKOB B IIEJISIX MPOTUBOJICHCTBHS OCYIIECTBICHUIO HE3aKOHHBIX (pruHAHCOBBIX omepauuii» OO0
«UK «DonTBbENBY» (HaNiee MO TeKCTy - Opranusanus) JOBOAUT JO Ballero CBEICHUS OCHOBHBIC
PEKOMEH/IAlMU TI0 3aluTe MHPOPMAIUU OT BO3ACHCTBHS NMPOTPAMMHBIX KOJOB, MPUBOAALINX K
HApYIICHUIO ITATHOrO (YHKIMOHUPOBAHUS CPENICTB BBIUMCIMTEIBLHOM TEXHHUKH (BPEIOHOCHBII
KOJ1), B LIEJIAX MPOTUBOICHCTBHSI HE3aKOHHBIM (DMHAHCOBBIM OTIEPALIHSM.

PexoMeHnmanmu 1o CoOMIOACHHIO WHPOPMAIIMOHHOW 0€301macHOCTH (COBOKYITHOCTH Mep,
MPUMEHEHHE KOTOPBIX HAIPaBJICHO HAa HEMOCPEACTBEHHOE OOecleueHue 3alluThl HUH(pOpMaluu,
IPOIIECCOB, PECYPCHOTO M OPraHU3alMOHHOTO OOecreueHHs, HeOOXOAMMOro JUIsi MPUMEHEHHUS
yKa3aHHBIX Mep 3ammThl (371ech U panee tepmunbl u3 [OCT P 57580.1-2017) He rapaHTHPYOT
obecrieyeHne KOH(DUICHINATBHOCTH, LEIOCTHOCTH M AOCTYIHOCTH MH(OpPMAIUU, HO MO3BOJISIOT B
[EJIOM CHHM3UTh PHUCKHM HH(POpPMALMOHHONW O€30MacHOCTM ¥ MHUHHUMHU3HPOBATH BO3MOKHBIE
HETaTHBHBIE ITOCIIEACTBUS B CIIydae UX peaTu3aliii.

B cBs3u ¢ tem, uro TpeOoBaHUS HH(POPMAIMOHHON OE30MacHOCTH TaK K€ MOTYT ObITh
OTpaKEHBl B JIOTOBOPAX, pErJIaMEHTax, MpaBWiIaxX © WHBIX JOKyMeHTax OpraHuzaimy,
pErJaMeHTUPYIOIIUX MPeJOCTaBICHUE YCIyT/CepBUCOB, HAacTosmKUe PekomeHmanuu IeicTBYIOT B
YacTH HEe MPOTHBOPEYAIEH IMOJI0KEHUSM BHYTPEHHHUX JIOKYMEHTOB.

B mensix cHmKeHUs pHcKa pealu3aluy WHIMAEHTOB HH(POPMAIMOHHON Oe30macHoCTH
(TOCT P 57580.1-2017) — HexenaTeIbHbIC WM HEOXHIAHHBIC COOBITHS 3alUTHl HH(OPMALIUH,
KOTOpBIE MOTYT MPHUBECTH K PHCKY HApYIICHHsS BBIIOJHEHHUS OW3HEC-MpoLeccoB (KIUEHTA),
TEXHOJIOTUYECKAX MPOIECCOB OpraHmM3alMd W (WIM) HapyIIUTh KOHQUACHIUAIBLHOCTH,
[[EJIOCTHOCTHU U IOCTYITHOCTU MH(OpPMAIIUU BCIIEICTBUE!

® HECAaHKIIMOHUPOBAHHOT'O JIOCTYIA K Balleld HHPOPMALUH IUIIaMH, He 00J1aJal0IIuMu
MIPABOM OCYIIIECTBIICHUS 3HAYUMBIX (KPUTUYHBIX) oriepanui (B T.4. (UHAHCOBBIX);
e [OTepH (XUIIEHMS) HOCUTEJEH KiIIouel JIEeKTPOHHON MOJINCH, C UCIIOJIB30BaHUEM

KOTOPBIX, OCYIIECTBIISIOTCSI KpUTHYHBIC ((PUHAHCOBBIC) OTIepalniy;

® BO3/CUCTBUS BPEAOHOCHOIO KO/Ia HA YCTPOMCTBA, C KOTOPBIX COBEPIIAIOTCS KPUTUYHBIE
(¢bunaHCOBBIC) OMEpaIHy;

® COBEpIIEHHS B OTHOIIEHUH Bac MHBIX MPOTHBOIPABHBIX JCHCTBHIA, CBA3aHHBIX C
MH(}OPMaIIMOHHON 6€30MacCHOCTHIO.

Pexomenpayercs coOmrogaTh psa MPOPMIAKTUYECKUX MEPONPUSTHH, HANpPABJICHHBIX Ha
MOBBILIICHHE  ypPOBHSA  HMHQPOPMAIIMOHHOM  OE30MAaCHOCTH TMpPH  HUCMHOJb30BAaHUU  OOBEKTOB
nHpopMaTu3auu  (COBOKYITHOCTH OOBEKTOB, pPECYpPCOB, CPEICTB U CHCTEM 00paboTKH
UHPOpMAllMK, B T.4. AaBTOMATU3UPOBAaHHBIX CHUCTEM, HCIOJIB3YEMbIX JIJIsi  OOecredeHUs
uHdopmaruzaiuu ousnec-mporeccoB (TOCT P 57580.1-2017) Opranusariuy.

BauMmarensHO HU3YUUTE JOrOBOP, MPUIIOKEHUA K JOrOBOPY U HMHBIC JOKYMCHTHI, CBA3aHHBIC C
UCTIOJIHEHUEM JIOTOBOpa, O3HAKOMBTECh C pa3ieiaMH, MOCBAIICHHBIMH HH()OPMAIIMOHHON
0e30MacHOCTH/KOH(PUACHINATBHOCTH.

1) Tlpu oOCYIIECTBICHUN KPHUTUYHBIX ((DUHAHCOBBIX) OIEpanuil CclienyeT TPUHUMATh BO
BHUMaHUE PHUCK TMOJY4YEHUsT TPEThUMU JIMIIAMA HECAHKIMOHUPOBAHHOTO JOCTyNHa K
3amuIaeMoi nHGopMaIuu ¢ MEeNTbI0 OCYIIECTBICHUS (PMHAHCOBBIX OIEpaIluid JUIaMH, HE
00JaIaloMMMK  TIPAaBOM HMX OCYIIECTBICHUS, TAaKUE PHUCKH MOTYT OBITh OOYCIOBIIECHBI
BKJIFO4asi, HO HC OrpaHUYMBAACH CICAYIOIIUMHU ITPUMEPAMMU:

a. Kpaxa mapons u wuaeHtudukaropa I0CTyna WIM HMHBIX KOH(UICHUIMAIBHBIX
nanabix, Hanpumep, CVV\CVC Homepa KapThl, KIIOYEH  3IIEKTPOHHOM
HNOANMCH/IIU(PPOBAHUSA TOCPEICTBOM TEXHHUECKUX CPEACTB W/WIM BPEJOHOCHOTO



KO/a; M UCHOIb30BaHUE 3J0YMBIIUICHHUKAMU YKa3aHHBIX JAaHHBIX C JPYTux
YCTPOMCTB sl HECAHKIIMOHUPOBAHHOT'O J10CTYIIa;

b. YcraHoBka Ha  yCTpOWCTBO  BPEIOHOCHOIO  KOAA, KOTOPBIA  ITO3BOJIUT
3JI0yMBIIIJIEHHUKAM OCYIIECTBUTh KPUTHUYHBIE Ollepaliuy oT Bailero umenu;

C. Hcnonp30BaHus 370yMBIIUICHHUKOM YTEPSIHHOTO WM yKpaJeHHoro tenedona (SIM
kapThl) A nosnydeHuss CMC ko0B, KOTOpbIE MOTYT pUMEHAThCs Opranuzanueil B
Ka4yecTBE JOMOJHUTEIbHOM 3alIUThl A HECAHKIMOHMPOBAHHBIX (UHAHCOBBIX
oTepaluni, YTO TMO3BOJIUT UM O0OMTH 3aIIUTY;

d. Kpaxa wiM HECaHKIMOHHPOBAHHBIA JOCTYNl K YCTPOWCTBY, C KOTOpOro Bsr
HoJb3yeTech yciyramu/cepsucamu OpraHu3aluMy AJis HOJTYYEHHUsS JaHHBIX W/WIH
HECaHKIMOHMPOBAHHOIO JOCTYMa K cepBrucam OpraHus3aiiu ¢ 3TOro ycTpoucTBa;

e. Ilomydyenue mapons u uaeHTU(dUKaTOopa nocTyma w/wianm koma u3 CMC w/wm
KOJIOBOTO CJIOBa M MPOYMX KOHOGUACHIUAIBHBIX MaHHBIX, B T.4. MAaCIOPTHBIX
JTAHHBIX, HOMEPOB CUYETOB U T.J. IIyTeM OOMaHa W/MJIH 3J0yNOTPEOICHUs J0BEpUEM,
KOIZla 3JIOyMBIIIEHHUK TMpeAcTaBiseTcss coTpyaHukoM OpraHuzanuu —Win
TEXHUYECKUM CIELUATUCTOM WIM MCIOJIb3YeT HHYI0 JIereHJIy W HpocuT Bac
COOOILUTH €My ATH CEKPETHBIEC JaHHbIC; WJIM HalpaBiseT MOJJIEIbHbIE COOOIEHUS
[0 3JIEKTPOHHOM 1MOYTEe MM MUCHMO 10 OOBIYHON MOYTE C MPOCKOOH MpeaocTaBUTh
UHPOPMALIMIO WM  COBEPIIUTH JACWUCTBUE, KOTOPOE MOXKET TMPHBECTH K
KOMIIPOMETAIIMH YCTPOICTBA;

f. TlepexBaTa OJCKTPOHHBIX COOOINCHHI ¥ TONYYCHHS HECAHKIIMOHUPOBAHHOIO
JIOCTyIa K BBIIMCKAaM, OoT4eTaM M Ipodel ¢uHaHCOBOHM MH(popmanuu, eciu Bara
AJIEKTPOHHAsl ~ [OYTa  HUCHOJB3YyeTcsl JUIsi  MH(POPMAIMOHHOTO oOOMeHa ¢
Opranuzanueit. nu B ciaydae mosiydeHus: JOCTYyNa K Balled 3JIEKTPOHHOW IOYTE,
OTIIpaBKa COOOIIEHHH OT Bamero uMeHn B Opranu3anuio.

2) Jlnst cHKeHHUs pUcka (PUMHAHCOBBIX MMOTEPh:

a. OOecrieypTe 3alIUTy YCTPOWCTBA, C KOTOPOTO BBl IMOJIB3YETECh YCIyraMH
Opranu3zanuu, K TakUM MepaM BKJIIOYas, HO HE OrPaHWYMBAACH MOTYT OBITh
OTHECEHBI:

e llcionb30BaHNe TOJNBKO  JIMIEH3MOHHOIO MPOrpaMMHOr0 obOecredeHus,
MOJYYEHHOT'0 U3 JOBEPEHHBIX HCTOUHUKOB;

e 3ampeT Ha YCTaHOBKY IIPOTPaMM U3 HETIPOBEPEHHBIX UCTOYHUKOB

e Hamuuue cpeAcTB 3aluThl, TAaKUX KakK: AHTUBUPYC (C pEryasipHO H
CBOEBPEMEHHO OOHOBIIIEMBIMU 0a3aMu), NEPCOHATIBHBIN MEXCETEBOM IKpaH;

e HacTtpoiika mpaB J[ocTyna K YCTPOWCTBY C MEJNbI0 MPEAOTBPALICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYTIA;

e XpaHeHHe, HCIIOJIb30BaHUE YCTPOMCTBA C IENIbI0 M30€XaTh PUCKOB KpPaXH
U/WIN yTepu;

e CBOCBpEMEHHBIE OOHOBJICHUS OTNEPAIMOHHONW CHCTEMBI, OCOOCHHO B YaCTH
oOHoOBieHui Oe3zomacHocTu. VMmeliTe B BUAY, 4TO OOHOBJIEHMSI CHHIKAIOT
PUCKH  3apaXeHHs BpPEIOHOCHBIM KOJOM. 3JIOYMBIIUIEHHHKH 4YacTo
UCTIONB3YIOT CTaphle YA3BHUMOCTH;

o AKTHBaIMS NAPOJILHON WIIM MHOM 3alIUTHI IS TOCTYIA K YCTPOMCTBY.

b. O6GecneubTe KOHPHUICHINATEHOCT:
e XpaHute B TaifHe ayTeHTH(UKALMOHHBIE/UJCHTU(UKALMOHHbBIE IaHHbBIE U
KIIIOYeBYI0 MH(poOpManuioo, noiaydeHHbsle oT Opranuzamuu: mnaponu, CMC
KOJIbI, KOJIOBBIE CJIOBA, KIIIOYM D3JIEKTPOHHOM MoAnucu/muppoBaHus, a B
Cilydae BEpOSATHON KOMIPOMETAMM HEMEUIEHHO MPUMUTE MEpPbI Il CMEHbI
U/ GJIOKMPOBKH;



e CoOroaiiTe TPUHIMIT Pa3yMHOTO PACKPBITHS HHGOPMAIUK O HOMEpax
CUETOB, O BaIllMX MACHOPTHBIX JaHHBIX, 0 HOMEPaX KPEIUTHBIX U J1eOETOBBIX
kapt, 0 CVC\CVV kozax, B cilydae eciid y Bac 3alpalluBaOT YKa3aHHYIO
uHdopmalmoo, B NpHBsA3ke K cepBucam OpraHu3alud 1O BO3MOXHOCTH
OLICHUTE CUTYallU0 M YTOYHUTE IIOJTHOMOYMSA U IPOLEAYpPY Uepe3
HE3aBUCHMBII KaHaJI, HalpuMep, Yepe3 TenedoH OpraHu3anuH.

C. IIposBusiiTe OCTOPOKHOCTH U IPELYCMOTPUTEIBHOCTD:

e byibTe OCTOPOXKHBI IPU MOJIYYEHUM 3JEKTPOHHBIX ITMCEM CO CCBUIKAMHU U
BJIO’KEHUSIMH, OHM MOTYT IPUBECTH K 3apaXCHUIO Balllero YCTPOMCTBA
BPEIOHOCHBIM KO/I0M. BpeloHOCHBIH Ko, 1onaB K BaM 4yepe3 3JIEKTPOHHYIO
MOYTY WIM MHTEPHET CCBUIKY Ha CAaWT, MOXET MOJYYUTh JOCTYI K JIOOBIM
JAHHBIM U MH(MOPMALIMOHHBIM CHCTEMaM Ha BallleM YCTPOWUCTBE;

e BHuMarenbHO INpoBepsNTE aapecaTa, OT KOTOPOrO IPHUIUIO 3JIEKTPOHHOE
NUChbMO.  BXopsimiee — 3JEKTPOHHOE  NMHCBMO  MOXET  OBITh  OT
3JIOYMBIIIJIEHHUKA, KOTOpbI Mackupyercs noja OpraHuzanui WM ee
YIIOJTHOMOYEHHBIX/JIOBEPEHHBIX JIHII,

e bypTe OCTOPOXKHBI IIPU MPOCMOTpPE/paboTe C MHTEPHET CcalTaMHu, TaK Kak
BPEIOHOCHBIH KOJ] MOXKET OBITh 3arpy>eH ¢ caiiTa;

¢ bynbpTe OCTOPOXKHEI ¢ (haillaMu M3 HOBBIX HITH «HEIOBEPEHHBIX)» HCTOYHHKOB
(B T.4. apxuBBI C mapoiieM, 3ammdpoBaHHbIC (ailIbl/apXUBBI, T.K. TAKOTO
pona Qaiinel He MOryT ObIThb IpoBepeHbl aHTUBHpYcHbIM [IO B
ABTOMATHUYECKOM PEIKUME);

e He 3axonuTe B CUCTEMbI YAAJICHHOTO JIOCTYINA C HEOBEPEHHBIX YCTPOMCTB,
KOTOpble Bbl HE KOHTposupyere. Ha Takux ycTpoiicTBax MOKET ObITbh
BPEIOHOCHBIN KOJI, cOOMparoluii mapoau U UACHTU(UKATOPBI JOCTYyNa WU
CHOCOOHBIN MOAMEHUTH ONEepaltIo;

e Crenute 3a nH(popmarmenr B mpecce U Ha caiite OpraHu3aiu 0 MOCIETHUX
KPUTUYHBIX YA3BUMOCTSIX U O BPEZOHOCHOM KOJIE;

e [I[pu mnomaue mnopydyeHHd wu/miam HHOM oOpameHun B OpraHuzaiuio,
OCYIIECTBIISINTE 3BOHOK TOJBKO IO HOMEpY TeleoHa, YKa3aHHOMY B
JIOTOBOpE WM Ha opuIManbHOM caiite Opranuzauuu. Y umeiite B BUy, 4TO
orT yuua OpraHu3allid HE MOTYT MOCTYNaTh 3BOHKM WM COOOILIEHUS, B
KOTOpbIX OT Bac TpeOyroT mnepenat CMC-kon, maposib, HOMEp KapThl,
KOZI0BOE C€JI0BO U T.A. K0o/1oBO€ CIIOBO MOXET OBIThH 3alpOIIEHO TOJIBKO, €CIIN
Bb1 camu no3BoHun B Opranusaiuio;

e ImeliTe B BuAy, uto eciu Bbl mepenaere Bam TenedoH W/WIM HHOE
YCTPOMCTBO JAPYTUM TIOJIb30BATENsIM, OHM MOTY YCTAaHOBUTb Ha HEro
BPEJIOHOCHBIN KOJI, @ B Cllyyae KPaXXH WJIM yTEPU 3JI0OYMBIIUICHHUKH MOTYT
BOCIIOJIb30BaThCS MM JUIS JIOCTYyNa K cepBUcaM U cuctemam OpraHusaiuu,
KOTOPBIMH MOJIb30BaIUCh Bbl. B cBsI3U ¢ 3TUM, Iipu yTepe, Kpaxe TenedoHa
(SIM kaptsr), ucnonszyemoro s noixydeHuss CMC koJ0B WM J0CTyna K
cucreMaMm H(WJIM) cepBHUcaM opraHu3anuu ¢ MoOMIBHOTO HpuiIokeHus: 1)
He3aMeTUTETbHO TporH(popMupoBaTh OpraHuzaimio, 2) 1enecooopa3Ho 1o
BO3MOXKHOCTH OIIEPATUBHO C YYETOM IPOYHMX PHCKOB M OCOOEHHOCTEH
WCTIONIB30BaHUs Bamiero tenedoHa 3a0OKHpOBaTh W MEpeBBITYCTUTH SIM-
KapTy, a TakKe CMEHHUTh Mapojd M KOJAbI J0ocTymna (KOIOBBIE CJIOBa) B K
cepBucaM u(min) cucreMam OpraHuzaiuu;

e [[py  momo3peHMHM  HA  HECAHKIMOHUPOBAHHBIM  JOCTYN  W/WIU
KOMITPOMETAIUIO yCTpoOcTBa HE00X0AUMO CMEHHUTh napoJs,
BOCIIOJIB30BABIINCh  JIPYTMM  JIOBEPEHHBIM  YCTPOMCTBOM  W/MIH
3a0JIOKUpOBaTh JOCTyM, oOparuBmMch B OpraHuzaiuio, B OTHOLICHUH
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KIIIOYeBOM MH(OpMalMM, €clId 3TO MPUMEHHMO Ui Bamell yCiIyru —
0TO3BaTh CKOMIIPOMETHUPOBAHHBIN KIJIHOY 3JIEKTPOHHOU
MOJANMUCH/IIU(PPOBAHUS, B COOTBETCTBUU C IpaBHJIaMH, OTPAKCHHBIMH B
JIOTOBOpE, MPWIOKEHUSIX K JOrOBOPY M HHBIX JIOKYMEHTAX, CBSI3aHHBIX C
HCIIOJIHEHUEM JIOT0BOPA,;

e [loMHUTE, YTO HANUYHE «ITATOHHON» PE3EPBHOIN KOMHMU MOXKET 00JIETYNUTh U
YCKOPUTBH BOCCTAHOBJIEHUE BAlIET0 YCTPONCTBA;

e Jlyymie Bcero HCHOJIB30BaTh i (PUHAHCOBBIX ONEpalUid  OTAEIbHOE,
MaKCHUMaJIbHO 3allUIIEHHOE YCTPOUCTBO, JOCTYI K KOTOPOMY €CTh TOJIBKO Y
Bac;

e Konrposmpyiite cBoit TenedoH, ucrnonb3dyemsii 11 noaydenns CMC konoB.
B cinyuae Boixoma u3 crposi SIM kapTel, He3aMenIUTEILHO OOpamanTech K
COTOBOMY OIIEpaTOpy JUIsl yTOUYHEHMSI IPUYMH U BOCCTAHOBIJIEHUS CBS3H.

d. Tlpu pabGote ¢ KJIFOYaMH JIEKTPOHHON MOAMKUCH HEOOXOIUMO:

e llcionb30BaTh A XpaHEHUs KIIOYEH SJIEKTPOHHOM MOANKCH BHEIIHUE
HOCUTEIIM, HAcTOATEIbHO PEKOMEHIYETCS HCIOJIb30BaTh CIELHUAIbHBIE
3alIMIICHHBIC HOCHTENN KIH04eBOW uH(popManuu (KJIOYEBbIE HOCHTEIN),
Hanpumep: e-token, cmMapT-kapTa 4 T.I1.,

e KpaiiHe BHUMATEIbHO OTHOCUTHCS K KIHOYEBOMY HOCHUTEINIO, HE OCTaBIATh
ero 06e3 mMpUCMOTpa U HE IMEepeaBaTh TPETHUM JIMLAM, U3BJIEKAaTh HOCUTEIU
U3 KOMIIBIOTEPA, €CIM OHHU (KJIIOYEBBIC HOCHUTENN) HE MCIOJb3YIOTCA IS
paboThI;

e llcnionb30BaTh CIOXKHBIE MAPOJIM AJIS BXOJa Ha YCTPOMCTBO U Ui IOCTYIA K
KJIF0YaM 3JICKTPOHHOM MOJIMUCH/KIIIOUEBbIM HOCUTENSIM, HE XPaHUTh apOJIu
OTKPBITOM BH/JIE Ha KOMITbIOTEPE/MOOMIBHOM YCTPOUCTBE.

e. Ilpu paGore Ha KOMIIBIOTEPE HEOOXOAUMO:

e llcnionb30BaTh JIMIEH3MOHHOE MpPOTrpaMMHOE obecneueHue (ornepanroHHbIe
CHCTEMBbI, O(DUCHBIC TAKETHI U T.11.);

e CBOCBpPEMEHHO YCTaHABIMBATh AaKTyallbHble OOHOBIIEHHS O0€30MacHOCTH
(oneparoHHbIE CUCTEMBI, O(UCHBIE NTAKETHI U T.11.);

e llcionb30BaTh aHTHUBUPYCHOE MPOrPAMMHOE OOECIEYEHUE, pPETYIISIpPHO
OOHOBJISITH AHTUBUPYCHBIE 0a3bI;

e lcnionb30BaTh crielMan3uPOBaHHBIE IPOTPAMMBI [T 3aLIUTHI HHMOPMAIUH
(mepcoHallbHBIE ~ MEKCETEBbIE  SKpaHbl M CpPEACTBA  3AIIUTHl  OT
HECaHKIMOHMPOBAHHOI'O JOCTYyIa), CpEeACTBAa KOHTPOJS KOHPUIYypaluu
YCTPOMCTB;

e lcnionb30BaTh CI0XKHBIE TAPOIIH;

e OrpaHn4uTh  JOCTYl K  KOMIBIOTEPY, HCKIIOUNTH  (OTpaHUYUTH)
BO3MOXXHOCTh JUCTAHIIMOHHOTO TOJKIIOYEHHUS] K KOMIBIOTEPY TPETbUM
JULaM.

f. Tlpu pabote c MOOHIIBHOTO YCTpOICTBA HEOOXOIUMO:

e He ocraBnsate cBoe MoOuIbHOE YCTPOMCTBO 0€3 NPHUCMOTpa, 4YTOOBI
UCKJTFOUUTH €T0 HECAHKIIMOHUPOBAHHOE MCIIOJIb30BAHHME;

e lcnionb30BaTh TONBKO OpuIanbHbie MOOUIIBHBIE TPUIIOKEHHUS,;

e He NEPEXOANTH MO CChUIKAM W HE yCTaHABJIMWBATb HpI/I.]'IO)KeHI/IH/O6HOB.]'IeHI/I$I
6e3onacHocTH, mpuireniue B SMS-coobmennn, Push-yBegomnenun wim mo
AJIEKTPOHHOM TMOYTE, B TOM YHCIie OT UMeHU Opranusanuu,

e YcraHOBUTh HA MOOMIBHOM YCTPOWCTBE MApOJIb JIsl JOCTYIA K YCTPOUCTBY.



g. Ilpm oOMene nndopmanueii yepe3 cetb HTEpHET HEOOXO0UMO:

e He OTKPBIBATH IMHUCbMA U BJIOXCHUA K HUM, MOJYYCHHBLIC OT HCU3BCCTHBIX
OTIIPABHUTENICH 1O JIEKTPOHHON MOYTE, HE MEPEXOIUTH MO COACPIKALIIMCS B
TaKUX MMUChMAaX CCBUIKAM;

e He BBOIUTH TMEpPCOHANBHYIO MH()OPMAIMIO HA MOIO3PUTEIBHBIX CalTax W
JpYrUxX HEU3BECTHBIX BAM peCypcax;

e OrpaHUYHTh MOCEIICHUS] CAUTOB COMHUTEIILHOTO COJICPYKAHMUS;

e He coxpaHsTh Mapoiu B MaMsATH MHTEPHET-Opay3epa, eciii K KOMITBIOTEPY
€CTh JOCTYN Y TPETHHX JIUI;

e He naxxumatp Ha 6aHHepBI M BCIUIBIBAIOIIMUC OKHA, BOSHUKAIOIIUEC BO BpCMsA
paboThl ¢ ceTbto MIHTEpHET;

e He otkpeiBaTh (ailibl 1oyyueHHbIE (CKayaHHBIE) W3 HEHM3BECTHBIX
HCTOYHHKOB.

[Ipu momo3peHuM B KOMIIPOMETALWHU KIIOYEH AIIEKTPOHHON MOAMHUCH/IIM(POBAHUS WU
HECAaHKIIMOHMPOBAHHOM JIBM)KEHUH IIEHHBIX OyMmar, JIEHEKHBIX CPEJICTB WM HWHBIX (PHHAHCOBBIX
aKTUBOB HEOOXOAMMO He3aMeAIUTEIbHO oOpamiarecs B Opranuzaiuio.





